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NOIUTUKA
nHpopmaymMoHHOM 6e3onacHoCTH

TEPMWUHbI U ONPEAENEHUA

be3sonacHoCTb NnepCcoHa/ibHbIX AdHHbLIX — COCTOAHME 3aAWMNWEHHOCTU MNEepPCOHA/IbHbLIX AOaHHbIX,
XapaKTepunsyemoe CNOCOBHOCTLIO HOﬂb3OBaTeﬂel>'1, TEXHUYECKUX Cpeacte Mu MHd)OpMaLI,MOHHbIX
TexHonornm obecneynTb KOHdJMp,eHLI'VIaIIbHOCTb, UENOCTHOCTb W AO0CTYNMHOCTb NEPCOHA/IbHbLIX
AaHHbIX NpU nUx O6p860TKe B MHd)OpN\aLI,MOHHbIX Cncrtemax nepCcoHa bHbIX AaHHbIX.

[octyn B onepauMoHHyl0 cpeay KomnbioTepa (MHPOPMALMOHHOW CUCTEMbI NEPCOHANbHbIX
AAHHDbIX) - MONyYeHME BO3MOMKHOCTM 3amnycka Ha BbIMOSIHEHME LWTATHbIX KOMaHA, OYHKUMN,
npoueayp OMepauMoHHON CUCTEMbI (YHUYTOXKEHWMS,, KOMMUPOBAHMA, MNEpPeMeLleHmMa U T.n.),
ncnonHaemblix GanaoB NPUKNALHbIX MPOrPaMM.

[octyn K uUHGopMaLUUmM — BO3MOMKHOCTb MoyYeHUsA MHGOPMaLMK U ee UCMOb30BaHUA.

MpaeHTUPUKauma - npucBoeHMe cybbeKkTam M 0ObeKkTam JocTyna uaeHtudukatopa u (uan)
CpaBHEeHMe NpeabABAAEMOro UAEeHTUGUKATOPA C NepeyHem NPUCBOEHHbIX MAEHTUDUKATOPOB.

MHpopmaLMOHHAA cucTeMa NepCcoHaNbHbIX AAHHbIX — COBOKYMHOCTb coAeprkawmxcAa B 6Hasax
AaHHbIX NEePCOHaNbHbIX AaHHbIX U obecneynBarowmx nx o6paboTky MHPOPMALMOHHBIX TEXHOMOMMIA
N TEXHUYECKMX CPEeaCTB.

UcTouHMK yrposbl 6e3onacHOCTM MHPOpMaLUKU — CyOBEKT A0CTyna, MaTepuanbHblit 06BEKT UM
du3nyeckoe ABNeHME, ABAAKOWMECA NPUYMHON  BO3HMKHOBEHMA  yrpo3bl  6He3onacHocTu
nHpopmaumn,

KOHTpOHMpyEMaH 30Ha - 3TO MNPOCTPAHCTBO, B KOTOPOM MUCK/JAKYEHO HEKOHTpoanpyemoe
I'Ipe6bIBaHVIe COTPYyAHUKOB U noceTutenem onepatopa U NOCTOPOHHUX TPAHCNOPTHbIX, TEXHUYECKUX U
MHbIX MaTepPUanbHbIX CpeacTs.

HecaHKUMOHMPOBaHHbIA AOCTYN (HECAaHKLMOHUPOBAHHbIE AENUCTBUA) — AOCTYN K MHGOpMaLUN UK
AeNCTBUA C MHbOPMaLUMen, Hapylwalowmne npasBuaa pPasrpaHUYeHns [OCTyna C MUCNoJib30BaHUEM
LUTATHbIX CPEACTB, NPeaocTaBaAAemMbIX MHOOPMALMOHHBIMW CUCTEMAMM MEPCOHANbHbIX AaHHbIX.

O6paboTKa NepcoHaNbHbIX AAHHbIX — Ntoboe AencTeme (onepauusa) NAKM COBOKYMHOCTb AeNCTBUMN
(onepaumit), coBepluaembiXx C UCMNO/b30BaHMEM CPEACTB aBTOMAaTM3auMM Mau 6e3 Mcnonb3oBaHUSA
TaKWUX CPEACTB C MePCOHaNbHbIMU AaHHbIMU, BKAKOYaA cbop, 3anuncb, cMcCTeEMaTU3aLMIO, HAKOMIEHWUE,
XpaHeHue, yToyHeHMe (0BHOBNEHME, W3MEHEHMe), U3BAEYEHWE, WCMNO/b30BaHMe, nepenady
(pacnpocTpaHeHue, npeaocTaBneHne, AocTyn), obes3nuumaHue, 6OKMPOBAHWE, YyaaNeHue,
YHUUTOXKEHME NepCcoHaNbHbIX AAHHbIX.

Oneparop - rocyaapcTBEHHbIN OpraH, MyHULMNaNAbHbIA OpraH, lopuandyeckoe nam d¢usmnyeckoe n1muo,
CaMOCTOATENIbHO MM COBMECTHO C APYTMMWU NMLAMKW OpraHu3ylowme u (Mam) ocylectsasaiolme
06paboTKy MepcoHanbHbIX AaHHbIX, a TakXe onpegenswowme uUenn 0b6pabOTKM NepCcoHasbHbIX
[aHHbIX, COCTaB MepPCOHa/IbHbIX JaHHbIX, nognexawmx obpaboTke, aencTeuAa (onepauuu),
coBepLlaeMble C MepPCoHaNbHbIMU AAHHbIMU.

MepcoHanbHble pAaHHble — ntobas MHOOpPMaALMA, OTHOCALWAACA K MPAMO WM  KOCBEHHO
onpeaeneHHOMY Uan onpegenseMomy pusnyeckomy anuy (CyobeKkTy NepcoHasibHbIX AaHHbIX).

MNonb3oBatenb MHPOPMALMOHHON CUCTEMDbI MEPCOHANbHBIX AaHHbIX — /MU0, Yy4yacTsylollee B
OYHKLMOHMPOBAHUMM  MHOOPMALMOHHOW CUCTEMbl MEPCOHANbHbIX [AaHHbIX WMAM  UCMNOAb3ylollee
pe3ynbTaThl ee GyHKLMOHUPOBAHUSA.

MpaBuna pasrpaHUuYeHUA [OCTYNA — COBOKYMHOCTb NPaBWA, PErnameHTUPYoWMUX npasa AoCTyna
CybbeKTOB A0CTyNa K 06beKTam AocTyna.



Pecypc WHPOPMALMOHHON CUCTEMbBI - WMMEHOBAHHbIA 3N1EMEHT CUCTEMHOrO, MNPUKNAAHOTO UM
annapaTHoro obecneyeHns PyHKLMOHUPOBAHMA MHPOPMALMOHHOMN CUCTEMBI.

CpepncTBa BbIUMCAUTENBHOM TEXHUKU - COBOKYMHOCTb NPOTrPaMMHbBIX M TEXHUYECKUX 3/IEMEHTOB CUCTEM
06paboTKM AaHHbIX, CNOCOBHbIX PYHKLMOHMPOBATL CAMOCTOATENIbHO UKW B COCTaBe APYINX CUCTEM.
Cy6beKT goctyna (cy6beKkr) - anMuo Mam npouecc, AeUCTBMA KOTOPOro pernameHTUpYyoTca npasuiamm
pasrpaHuyeHma goctyna.

TexHuMyeckue cpeactBa UHPOPMALMOHHON  CUCTEMbI MEPCOHANbHbIX AaHHbIX - CPeAcTBa
BbIYMC/IUTENIBHON TEXHUKM, UHPOPMALIMOHHO-BbIYNCIUTENIbHbIE KOMMIEKCbI U CETU, CPEACTBA U CUCTEMBI
nepegaunm, npuvema M 06pPabOTKM MNEpPCOHaNbHbIX AaHHbIX (CpeacTBa M CUCTEMbI  3BYKO3amnucw,
3BYKOYCUNIEHWUS,, 3BYKOBOCMPOM3BEAEHWUS, MNEPeroBopHble U TeneBU3NOHHbIEe YCTPOMCTBA, CPeAcTBa
M3roTOB/NIEHMA, TUPAXKUPOBAHUA [AOKYMEHTOB W Apyrne TeXHUYECKMe cpeacTBa 06paboTkM peyeBoi,
rpadpuyeckoit, Buaeo- u bykseHHO-UMPPOBOM UHPOPMaLMK), NPOrpaMMHble cpeacTBa (onepaumoHHble
CUCTEMbI, CUCTEMbI YNpaBaeHna 6a3amMmn AaHHbIX U T.M.), CPeACTBA 3aWUTbl MUHPOPMaLUUK.

Yrpo3bl 6e30NacHOCTM NEepPCOHasNIbHbIX AAHHbIX — COBOKYMHOCTb YCNAOBUI M (HaKTOpPOB, CO34a0LLMX
ONacHOCTb HECAaHKUMOHWPOBAHHOIO, B TOM YWUC/Ie C/Ay4alHOro, A0CTyna K MepCOHaNbHbIM AAHHbIM,
pe3yNbTaTOM KOTOPOr0 MOMKET CTaTb YHUUTOMKEHWe, W3MeHeHue, BNOKMpOoBaHMEe, KOoMMpoBaHWUeE,
pacnpocTpaHeHne NepcoHaNbHbIX AaHHbIX

Yazsumoctb UCMNAH — HeQoCTaTOK MAKM cnaboe mecTo B CUCTEMHOM MM MPUKAALHOM NPOrpammHOM
(nporpammHo-annapaTHom) obecneyeHNn aBTOMATU3MPOBAHHOM MHOOPMALMOHHOW CUCTEMbI, KOTOPOE
MOeT BbITb MCNONb30BAHO ANA peannsaumm yrposbl 6esonacHoctu MAH.

LlenoctHocTb MHGOPMALMK - COCTOAHME MHPOPMALLMM, NPU KOTOPOM OTCYTCTBYET /itoboe ee n3mMeHeHune
NMB0 N3MeHeHUe OCYLLECTBAAETCA TOIbKO NPeAHAMEPEHHO CYyBbeKTaMM, MMEIOLLMMM Ha HEro Mpaso.

NMEPEYEHb COKPALLEHMIA
ABIO — aHTMBMpPYCHOW NporpammHoe obecneyeHue
APM — aBTOMaTM3MpOBaHHOE paboyee mecTo
NCNOH — HPOpPMALMOHHAA cMcTeMa NEPCOHaNbHbIX SAHHbIX
JIBC — noKanbHasa BblYNCAUTENbHAA CETb
HC/, — HeCaHKLMOHMPOBAHHbIM
poctyn OC — onepayMoHHas
cucTema
NAH — nepcoHanbHble AaHHble
MO — nporpammHoe obecneyeHue
C3U — cpeacTBa 3awWnTbl MIHPOpMaLMn
C3MAH — cuctema (NnoacucTema) 3aWMTbl NEPCOHA/bHbIX AaHHbIX
TRY U — TexHMYeCcKne KaHanbl yTeuykm nHdopmaumnm

YBN/AH — yrpo3bl 6€30nacHOCTM NEPCOHa/bHbIX AaHHbIX



BBEAEHUE

HacTosawasa Monntruka nHbopmaumoHHom b6esonacHoctu (aanee Monmtuka) FBOY COLL Ne9 «LeHTp
obpasoBaHuMA» .0.0KTABPbLCK (Aanee OnepaTtop), pa3paboTaHa B COOTBETCTBMM C LENAMM, 3a4a4aMn U
npuHumnamm obecneyeHna 6e30NacHOCTN NePCOHaIbHbIX AAHHbIX.

MonuTtuKa paspabotaHa B COOTBETCTBUM C TPEOOBAHMAMM HOPMATUBHbIX JOKYMEHTOB:
depnepanbHOro 3akoHa ot 27 uonsa 2006 r. Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» (B pea.29.07.2017 r.);

MoctaHoBneHuA MpasutennbcTea «O6 yTBEPKAEHUM TPebOOBAHMI K 3aLLUTE NEePCOHANbHbIX 4AHHbIX NPU
nx 06paboTKe B MHPOPMALIMOHHbIX CUCTEMAX NEPCOHAsIbHbIX AaHHbIX» oT 01.11.2012r. Ne1119;

MpuKasa «06 yTBEPKAEHMN COCTaBa U COAEPKAHUA OPraHM3aALMOHHbIX U TEXHUYECKUX Mep MO
obecneyeHunto 6€30NacCHOCTN NEPCOHaNbHbIX AaHHbIX NPKU NX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX» OT 18 dpeBpana 2013 r. PCTIK N 21.

B Monntuke onpepeneHbl TpeboBaHuA K nepcoHany NCMAH, cteneHb OTBETCTBEHHOCTU NePCOoHana,
CTPYKTYpa U HeoHXoANMBIN YPOBEHb 3aLMLLEHHOCTH, CTAaTyC U AONKHOCTHbIE 0653aHHOCTU COTPYAHMUKOB,
OTBETCTBEHHbIX 33 0becneyeHme 6€30MacHOCTU NepcoHasbHbIX AaHHbIX B UCMAOH FTBOY COLU Ne9 «LleHTp
o06pasoBaHMA» I.0.OKTABPbLCK

1. OBLLUME NONTOXKEHUA

Uenbto HactoAwen [Monutukm ssnaetca obecneveHne 6e30nacHOCTM OOBEKTOB 3aLMTbI
OnepaTtopa OT BCEX BMAOB Yrpo3, BHELWHUX M BHYTPEHHUX, YMbIWNEHHbLIX U HenpeaHAMEPEHHDbIX,
MUHUMM3aUMA yuiepba oT BO3MOXKHOM peanusaumm YBMNOH.

Mepbl no obecneyeHno 6€30MaCHOCTU MEPCOHAJIbHbIX AAHHbIX MPUHMMAIOTCA A/1A 3aLUUTI
NEepPCOHaNbHbIX AAHHbIX OT HENPaBOMEPHOrO MWAM C/AYY4aMHOrO AOCTyNa K HUM, YHUUTOMXKEHMA,
M3MeHeHUA, B6/I0KMPOBaAHMUA, KOMUPOBAHWUA, NPeAOoCTaB/leHUA, PaACNPOCTPaHEHUA MNEePCOHasbHbIX
[laHHbIX, @ TaK¥XKe OT UHbIX HEMPABOMEPHbIX AEACTBUI B OTHOLIEHNUN NEPCOHANbHbIX AAHHbIX.

NHbopmauma n cBA3aHHble C Hel pecypcbl AOMKHbI BbiTb AOCTYNHbI ANA aBTOPU30BAHHbIX
nosb3osaTtenem. [loNKHO OCyLLECTBAATLCA CBOEBPEMEHHOEe 0bHapyKeHue n pearnposaHue Ha YBMOH.

JONKHO OCyLLeCTBNATLCA NpeAoTBpalleHne npeaHaMEepPeHHbIX WKW CAyYarHbIX, YaCTUYHbIX
NN NONHbIX HECAaHKUMOHMPOBAHHbIX MOAMPUKALMIA NN YHUUTOXKEHUA AAHHbIX.

2. OB/IACTb JEMACTBUA

TpeboBaHua HacToswen [MONUTUKM PACNpPOCTPAHAIOTCA Ha Bcex coTpyaHukoB Onepartopa
(WwTaTHbIX, BpeMEHHbIX, paboTaloWMX NO KOHTPAKTY U T.M.), @ TaK¥Ke BCeX NPOYUX uL, (NogpaaYvKu,
ayAuTOopbI U T.N.).

3. CUCTEMA 3ALLNUTBI NEPCOHANIbHbIX AAHHbIX
CucTema 3aWwmTbl NepcoHanbHbIX AaHHbIX (C3M/AH), CTPOMTCA HA OCHOBaAHWUM:
_NepPeYHs NepcoHabHbIX AaHHbIX;
_4aCTHOM MOAENMN aKTYa/IbHbIX YIPO3 U BEPOATHOrO HapyLLIUTens;
_NMONIO}KEHUA 0 pasrpaHNUYeHnmM Npas JOCTYNa K NepcoHabHbIM AaHHbIM;

HOpMaTMBHbIX AOKYMeHTOB PCTIK n dCh Poccuu.

Ha ocHOBaHMM 3TUX AOKYMEHTOB ONpeAenseTca HeobxoanMMbI ypoBeHb 3alLmeHHOCTU MAH KaxaoMm
NCNAH OnepaTopa. Ha 0OCHOBaHMM aHanU3a akTyaNbHbIX yrpo3 6esonacHocTu MNOH onucaHHoro B
YacTHOM MoAEeNM aKTyaNnbHbIX YIrPO3 U BEPOATHOIO HapyLIMTENs, AeNaeTCsA 3aK/04YeHMe O
HeobXo4MMOCTU UCNO/Ib30BaHUA TEXHUYECKUX CPEACTB U OPraHM3aLMOHHbIX MePONpPUATUA ANs
obecneyeHuna 6esonacHoctu MNAH. BoibpaHHble HeObX04MMblE MEPONPUATUA OTParKatoTcA B MnaHe
MeponpuATUIA MO BHYTPEHHEMY KOHTPOIO 3a cobntogeHrem 6e30nacHOCTM NepPCOHaNbHbIX AaHHbIX.



OpraHM3auMOoHHbIe MEePONPUATUA AOKHbI BKAOYATD:

npaBoBoe OCHOBaHWe As cbopa NepcoHasibHbIX AaHHbIX;

onpeaeneHne OTBETCTBEHHbIX UL, 3a cOboAeHneM mep 6e30nacHoCTY;

3aLMUTY NepcoHasbHbIX AaHHbIX, 0bpabaTbiBaembix 6€3 cpeacTB aBTOMaTU3aLMMK;

3alLMTY NEPCOHANbHbIX AaHHbIX, 06pabaTbiBaeMbIX C NPUMEHEHMEM CPEACTB aBTOMaTU3aLUK;
3alLMTY OOBEKTOB OT XULLEHUSA;

3aLLMTY CbEMHbIX HaKOMUTE/IEN, COAEPMKALLMX NEePCOHa/bHbIE AaHHbIE;

BOMPOCHI YHUUTOXEHNA NEePCOHANbHbIX AAHHbIX.

B 3aBMcMMOCTM OT ypoBHA 3awmuweHHoctn UCTMOH mn aktyanbHbix yrpos, C3MAH MOXEeT BKAOYaTb
cneayolme TeXxHUYeCcKne cpeacTea:

3aLUMUTbl OT HECAHKLMOHUPOBAHHOIO AOCTYMNA K NEPCOHANbHLIM AAHHbIM;
AHTUBUPYCHOM 3aWMTbl ANA paboymx cTaHUMN NONb30BaTENEN N CEPBEPOB;
MeXKCeTeBOro sKpaHMpPOBaHuUs;

O6HapYKEeHUA BTOPKEHW;

KOHTPO/A 3aLMLLEHHOCTU NEPCOHA/bHBIX AAHHbIX;

Kpuntorpaduyeckon 3awmtbl MHPOpMaLMKU, NpU nepepade 3almwaemon MHPopmauum MO KaHaam
CBA3N;

3aWnTbl cpeabl BUpPTYyann3sauunm,;

3aWwmTbl OT yTeukn no TKYWN.

TpeboBaHusa kK nogcuctemam C3MAOH
C3N/[H MOXKeT BKNOYATL B cebA cnepyroLLmMe NoaACUCTEMDI:

NaeHTMdMKaumm n ayTeHTUdMKaLMM CyObEKTOB AOCTYNa M 06beKTOB AocTyna. Moacuctema
obecneynBaeT NpucBoeHMe cybbeKkTam M o6bekTam A0CTyNa YHMKaNIbHOrO NpU3HaKa (MaeHTuduKaTopa),
CpaBHEHME NpeabABAAEMOro cybbekTom (06bEeKTOM) A0CTYNa MAEHTUPUKATOPA C NEPEYHEM
NPUCBOEHHbIX NAEHTUDUKATOPOB, @ TAKKE MPOBEPKY NPUHAANEKHOCTM CYyObEKTY (06BEKTY) AocTyna
npeabABAEHHOro UM naeHTMdMKaTopa (NoATBEpPKAEHME NOAJUHHOCTH).

YnpaBneHus gocTynom cybbeKkToB A0CTyNa K o6bekTam gocTtyna. Noacuctema obecneynsaet
yrnpasaeHue npaBamMmu 1 NPUBUAETMAMMN CYOBEKTOB A0CTYNa, pa3rpaHMYeHme A0CTyna cybbekToB fOCTyna
K 06beKTam L0CTyna Ha OCHOBE COBOKYMHOCTU YCTaHOB/IEHHbIX B MHGOPMALLMOHHOM CUCTEME NPABUA
pasrpaHMYeHuMA A0CTyNa, a TakKe obecneymBaeT KOHTPOb 32 COBNOAEHNEM STUX MPABUN

OrpaHunyeHunAa nporpaMmHoit cpeabl. NMoacmuctema obecneymBaeT YyCTaHOBKY M (MAK) 3aMyCK TO/IbKO
pa3peLleHHOoro K MCNoab3oBaHMI0 B MHPOPMALMOHHON cucTeme nporpammHoro obecneyeHma nnm
NCKNOYATb BO3MOMXKHOCTb YCTAHOBKM U (MAK) 3aMyCKa 3aMpPeLLeHHOro K UCMOb30BaHUIO B
MHOOPMALMOHHOM cMCTEME MPOrpaMmMHOro obecneyeHuns

Pernctpaunn cobbiTuii 6esonacHocTn. Noacuctema obecneumsaet cbop, 3aNUCb, XPaHEHWE U 3aLMUTY
MHPopMaLUmM 0 cobbITUAX Be3onacHOCTN B MHGOPMALIMOHHOWN CUCTEME, @ TaKXKe BO3MOXKHOCTb
NPOCMOTpPA M aHaM3a MHGOPMALMKN O TaKUX COBBLITUAX U pearnpoBaHMNE Ha HUX.

AHTMBMPYCHOW 3awuTbl. Moacmuctema obecneunBaeT obHapykeHne B MHGOPMALMOHHON cucTeme
KOMMbIOTEPHbIX NPOrPamMmmM MB0 MHOM KOMMNbOTEPHOM MHPOPMALMK, NpeaHa3HaYeHHOoM ana
HECaHKLUMOHMPOBAHHOIO YHUUTOXEHUA, BNOKMPOBaHUA, MOANPUKALIMK, KONUPOBAHUSA KOMMbIOTEPHOWN
MHPOPMaLUM NN HENTPANN3ALMM CPEACTB 3aLMTbl UHGOPMALMM, a TAK}Ke pearnpoBaHMe Ha
O0BHapyKeHne 3TUX NPOrpaMmm U MHGopPMaLUK.



Ob6HapyeHua (NpefoTepalLeHns) BTopKeHui. Moacnctema obecneynsaet obHapyKeHue AeNCcTBUI B
MHGOPMaLMOHHOW cMCTEME, HanpPaBiEeHHbIX Ha HECAHKLMOHUPOBaHHbIM JOCTYN K MHPOpMaLmu,
cneuuManbHble BO3AENCTBMA HA MHPOPMALIMOHHYIO CUCTEMY U (MIM) NEPCOHa/IbHbIE AaHHbIE B LEensx
06bIBaHUSA, YHUUTOXKEHNA, UCKAXKEHMA U BNOKMPOBAHUA [OCTYNa K NEPCOHaIbHbIM AaHHbIM, @ TaKXKe
pearMpoBaHue Ha 3TU AeNCTBUA.

KoHTpons (aHanu3a) 3alLMLLEHHOCTU NEePCOHANbHbIX AaHHbIX. MoacucTema obecneymBaeT KOHTPO/Ib
YPOBHSA 3aLLMLEHHOCTN NEPCOHANbHbIX AaHHbIX, 06pabaTbiBaeMbix B MUHPOPMALMOHHOM cUCTEME, NyTEM
NpoBeAeHMA CUCTEMaTMYECKMX MEPONPUATUI MO aHaNN3Y 3aLWMLLEHHOCTM MHPOPMALMOHHOW CUCTEMbI U
TEeCTUPOBaHUIO PaboTOCNOCOBHOCTM CUCTEMbI 3aLWUTbI MEPCOHANbHbIX AAHHbIX.

ObecneyeHna LENOCTHOCTU MHPOPMALMOHHOM CUCTEMbI M MEPCOHA/bHbIX AaHHbIX. MoacucTema
obecneunBaeT ob6HapyKeHne GaKTOB HECAHKLMOHMPOBAHHOIO HapyLLUEHUS LeIOCTHOCTH
MHOOPMALMOHHOWN CUCTEMbBI U COAEPKALLUXCA B HEM NEPCOHA/bHbIX AaHHbIX, @ TaKXKe BO3MOXHOCTb
BOCCTaHOB/IEHUA MHOOPMALLMOHHOM CUCTEMbBI U COAEPHKALLMXCA B HEM NEPCOHANbHbIX AAHHbIX.

ObecneyeHna 4OCTYNHOCTU NEPCOHANbHbIX AaHHbIX. Moacuctema obecneymBaeT aBTOPU30BAHHDIM
[0CTYN NoAb30BaTeNEN, UMEIOLLMX NMPaBa No AOCTYNY, K NePCOHANbHbIM AaHHbIM, COAEPMKALMMCA B
MHGOPMaLMOHHOW CUCTEME, B LUTaTHOM pexkume GyHKUMOHMPOBAHUA MHOOPMALMOHHOM CUCTEMBI.

3awmTbl cpeabl BUpTyanmnsaumu. Noacmcrema UCKAOYaeT HECAaHKLMOHUPOBAHHbIM AOCTYN K
NepcoHasbHbIM AaHHbIM, 06pabaTbiBaeMbiM B BUPTYaIbHOM MHPPACTPYKTYPE, U K KOMMNOHEHTaM
BMPTYaNbHOM MHPACTPYKTYPbI U (MN1K) BO3LENCTBUE HA HUX, B TOM YNCIE K CPEACTBAM YNpaBaeHus
BUPTYaNbHOM MHPACTPYKTYPOW, MOHUTOPY BUPTYyaNbHbIX MALWIWH (rMNepBU30py), cucTeme XpaHeHun
[LaHHbIX (BKNHOYAA CUCTEMY XPaHEHMA 06pa3oB BUPTYaNbHOM MHPACTPYKTYPbI), CETU Nepesayn AaHHbIX
yepes 3/1eMeHTbl BUPTYaNnbHOMN UK GU3nMyeckon MHPPACTPYKTYPbl, FOCTEBLIM ONEPALUOHHBIM CUCTEMAM,
BMPTYa/NbHbIM MaWMHAM (KOHTEMHepam), CUCTEME M CeTU PernnKaLumn, TEPMUHANbHbIM U BUPTYaslbHbIM
YCTPOMCTBAM, a TaK¥Ke cUCTeMe Pe3epPBHOr0 KOMMPOBAHMA U CO34aBAaEMbIM €10 KOMUAM.

3aWmTbl TEXHUYECKMX CPeacTB. NoAcMcTeEMA UCKAOYAET HECAHKLUMOHUPOBAHHbIM AOCTYN K
CTALMOHAPHbIM TEXHUYECKMM CpeacTBam, 06pabaTbiBalOWMM NepcoHabHble AaHHbIE, CPEACTBAM,
obecneynBatowmm GyHKUMOHMpPOBAHME MHGOPMALMOHHOW cucTeMbl (ganee - cpeacTsa obecneyeHusn
bYHKLMOHUPOBAHUSA), U B MOMELLEHNA, B KOTOPbIX OHM NMOCTOSIHHO PACMONOXKEHbI, 06ecneymBaeT 3aLLnUTy
TEXHWUYECKUX CPeACTB OT BHELUHWX BO34ENCTBUI, @ TaKKe 3aLUUTY NepCOoHaNbHbIX AAHHbIX,
npeacTaBAEHHbIX B BUAE MHOOPMATUBHbBIX 3IEKTPUYECKUX CUTHANOB U GpU3MYECKUX NoNe.

3awWwmTbl MIHGOPMALMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBA3M U Nepeaayn AaHHblx. MNoacucrtema
obecneymBaeT 3aLWMUTy NePCOHa/bHbIX AaHHbIX NPU B3aUMOAENCTBUN MHPOPMALLMOHHOM CUCTEMbI UK ee
OTAE/IbHbIX CEFMEHTOB C UHbIMU MHPOPMALMOHHBIMU CUCTEMAMU U MUHGOPMALMOHHO-
TENEKOMMYHMKaLMOHHbIMM CETAMW MNOCPEACTBOM MPUMEHEHUA apPXUTEKTYPbI MHPOPMALIMOHHOM
CUCTEMbI M NPOEKTHbIX PELIEeHN, HanpaBAEHHbIX Ha obecrneyeHne 6€30MacHOCTN NePCOHaNbHbIX
AaHHbIX.

BbifBNIEHMA NHUMAOEHTOB M pearnpoBaHuto Ha HUX. Moacuctema obecneuynBaeT obHapyKeHue,
naeHTUGUKaLMIo, aHaIM3 MHUNAEHTOB B MHGOPMALMOHHON CUCTEME, @ TaK¥Ke NPUHATUE Mep MO
YCTPaHEHUIO U NPeaynpPeXAeHNI0 UHLUUAEHTOB.

YnpasneHusa KoHourypaumnei MHGOPMaLMOHHOM CUCTEMBI U CUCTEMOM 3aLLMTbI NEPCOHANbHbIX AAHHbIX.
MNMoacuctema obecneynBaeT ynpasaeHne USMeHEHUAMU KOHPUrypaumnm MHPopmMaLMOHHON CUCTEMbI U
CUCTEMbI 3aWMUTbl NEPCOHANbHbIX AAHHbIX, aHA/IN3 NOTEHUMANBHOTO BO3AENCTBUA NNAHUPYEMbIX
n3MeHeHM Ha obecneyeHne 6€30NaCHOCTU NEPCOHANbHbIX AAHHbIX, @ TAKXKe AOKYMEHTUPOBAHUE ITUX
N3MEHEHUN.

MNonb3osatenn NCMAOH

B MUCMAH OnepaTopa MOMHO BbIAENUTb CAedylolWMe Tpynmnbl Nosb30BaTeNe, y4yacTBYHOWMX B
06paboTtke n xpaHeHuu MNAH:



agMuHucTpaTopbl 6esonacHoct UCMOH;
nonb3osatenun UCMAH;

CUCTEMHbIE aAMUHNCTPATOPLI.

[aHHble O rpynnax nonb3oBaTenei, ypoBHe MX A0CTyna M MHPOPMMPOBAHHOCTU A0MKeH ObiTb
oTparkeH B MONOXKEHMM O pa3rpaHMYEHMM NPaB AOCTYNa K NePCOHaIbHbIM AaHHbIM.

AamuHnctpaTtopbl 6e3onacHoctn UCTOH:

AamuHncTpaTopom 6€30MNacHOCTU ABNAETCA WTaTHbIM COTPYAHUK OnepaTopa, OTBETCTBEHHbIM 33
¢dyHKuMoHupoBaHue C3MH, HazHavyaeTcs npMkasom [upeKkTopa.

ApgMmunHucTpatop 6esonacHocTn 061agaeT cneayowmm YPoBHEM A0CTYNA U 3HAHWIA:
obnapaet npaBamun agmmHuctpatopa NCNAH;
obnapaeT nosHoM uHpopmaumen o6 UCMNAH;

nMmMmeeT AOCTyn K cpeacteam 3alinTbl VIH(I)OpMaLI,MM M MPOTOKOINMPOBAHUNA U K HaCTU KTKOYEBbLIX 3/1EMEHTOB
NCNAH;

He MMeeT NpaB AOCTYNa K KOHOUTYPUPOBAHMIO TEXHUYECKUX CPeACTB CETU 33 UCK/IIOYEHMEM
KOHTPO/bHbIX (MHCMEKLMOHHbIX).

AAMMHMCTpaTOp 6e3onacHoCTH YNO/THOMOYEH:

peann3oBbiBaTb NOJNTUKN 6E30MACHOCTM B YaCTN HAacTPonKkn CK3U, mexKceTeBbIX 3KPAHOB U CUCTEM
0bHapyXeHMA aTak, B COOTBETCTBUM C KOTOPbIMWU NOAb30BaTE/lb NOAYYAET BO3MOXKHOCTb paboTaTb C
anemeHTamu UCMAOH;

OCYLLECTBAATb ayAMT CPEACTB 3alUUTbI;

YCTaHaB/1MBaTb A0BEPUTE/NIbHbIE OTHOLWEHUA CBOEM 3aLLl,l/ILLI|EHHOl‘;1 cetn C Apyrmmu 3aliniieHHbiMun
ceTaAMN.

Monb3osatens NCMNAOH

Monb3osatenem NCMOH aBnaeTca WTATHbIA COTPYAHUK OnepaTtopa, ocywecTeasatowmii obpabotky MNAH.
ObpaboTka MNH BKAOYaET: BO3MOXKHOCTb NpocmoTpa MNAH, pyyHolt BBog MNAH B cuctemy UCMNAH,
dopMUpoBaHME CNPABOK M OTYETOB No MHGopmauum, nonydyeHHon us UCMNA. NMonbsoBaTtenb He UMeeT
NMOJIHOMOYMI ANA yNpaBaeHua nogcuctemamm obpaboTku gaHHbix 1 C3MNAH.

Monb3osatens UCMAOH obnagaeT cneayowmm ypoBHEM A0CTYNA U 3HAHUM:

obnagaeT Bcemun HeobxoanMbIMK aTpPUbyTamu (Hanpumep, Nnaposiem), obecneymsaoLWMmMM AOCTYN K
HeKoTopomy nogmHoxecTsy MNAH;

pacnonaraet KOHd)M,D,eHLI,I/Ial'IbeIMM AaHHbIMU, K KOTOPbIM MMeEET A0CTYyn.

CucrtemHsble AAMUHUCTPATOPbI:

C/CTEMHBIM aAMUHUCTPATOPOM MOXKET BbITb LUTATHbIN COTPYAHUK OnepaTopa Uan n1La CTOPOHHUX
OpraHu3aLuii, ocyLLLeCTBAAOWMX CBOU GYHKLIMN HAa OCHOBAHUW ABYXCTOPOHHEro Aorosopa. CUCTEMHbIN
aAMUHUCTPATOP HE MMEET NOJIHOMOYUI ANA YyNpaBAeHMUA noacnuctemMamm obpaboTKm AaHHbIX U
6e3onacHocTu.



CuCTeMHbI agmMHUCTpaTop obnaaaeT cieayowmm YPOBHEM A0CTYNa U 3HAHWUI:

obnagaet YacTbio MHGOPMALMKN O CUCTEMHOM M NPUKNAAHOM NporpammHom obecneyeHmnn UCMAOH;
obnagaet 4acTbio MHGOPMALIMM O TEXHUYECKUX CPeacTBax U KoHpurypaumm NCMNAOH;

nmeeT PU3NYECKUIN A0CTYN K TEXHUYECKMM CpeacTBam 06paboTkn MHPOpMaLUKN 1 CPeaCcTBaAM 3aLLUUTDI;

3HaeT, no MeHbLLEN mepe, 0O4HO NerasibHoe mMAa A0CTyna.

TpeboBaHMA K NepcoHany no obecneveHuto 3awmtbl MNAH

Bce cotpyaHukn OnepaTopa, Asaawowmecs nonb3osatensimm UCMNOH, AONXKHbBI YETKO 3HATb U CTPOro
BbIMNO/NIHATL YCTAaHOB/MIEHHbIe NpaBuMAa M 06A33aHHOCTM MO AOCTYNYy K 3alWMWaemMbiM ObObeKkTam w
cobnoaeHUIO NPUHATOrO peXxnma besonacHocTv MNAH.

Mpu BCTYyNAE€HUU B AONAXKHOCTb HOBOrO COTPYAHWMKA 3aMeCcTUTeNb AuMpekTopa no YBP, Kypupyrowmin
HanpasneHuMe paboTbl AAHHOrO COTPYAHWKA, 06A3aH  OpraHM3oBaTb €ro  O3HAKOMJAEHMe C
DO/MKHOCTHOM UHCTPYKLMEN U HEOBXOANMBIMN AOKYMEHTaMMU, PErnameHTUPYoWMMN TpeboBaHuA no
3awmte [AH, a Takke obyd4yeHMe HaBblkam BbIMOJHEHUA nNpoueayp, HeobxoaAuMbIX ANs
CaHKLUMOHUPOBAHHOrO ucnosnbsosaHua NCMOH.

COTpyAHMK AONKeH OblTb O3HAaKOMNEH CO CBeAeHUAMMU HacTosawen MoAUTUMKKU, NPUHATLIX npoueayp
pabotbl ¢ anemeHTamm UCNOH 1 C3MNAH.

CoTpyaHukn OnepaTopa, UCMNO/b3yloWwmMe TeXHUYECKMe Cpeactsa ayTeHTUOUKALMK, LO/KHbI
obecneynBaTb COXPAHHOCTb MAEHTUDUKATOPOB (3NEKTPOHHBIX KAtouen) n He gonyckatb HCA K HUM, a
TaK € BO3MOMHOCTb MX YTepu WAW WCMNONb30BAHUA TPeTbMMWU Auuamu. onb3oBaTenu HecyT
NepcoHabHY OTBETCTBEHHOCTb 33 COXPAHHOCTb NAEHTUUKATOPOB.

CoTtpyaHuKkn OnepaTtopa AO/KHbI CNefoBaTbh YCTAHOB/AEHHbIM NMpoLeAypam MNOALEPMKAHUA PeXMMa
6esonacHoctn MNAH npwn BbibOpe W_MCNONb30BAHWW NAposielt (eCNM He MUCMONb3YITCA TeXHUYEeCcKue
cpeacTsa ayTeHTUdUKaumm).

CoTpyaHuKkn OnepaTopa A0/KHbI obecneuynBaTb HagNEKALLYO 3aWwmTy 060pyA0BaHMA, OCTABAAEMOrO
6e3 npucmoTpa, 0COBEHHO B TEX C/Iy4anX, KOraa B MOMELLEHWE MMEIOT AOCTYN NOCTOPOHHME nunua. Bece
NoNb30BaTENN  AO/KHbI 3HATb TpeboBaHMA no 6e3onacHoctv MOH w  npoueaypbl  3aWMTbl
obopyaoBaHuA, ocTaBneHHOro 6e3 NpPMcMoTpa, a TakKe CBOM 00A3aHHOCTM MO obecrneyeHuto TaKkow
3aLWMThI.

CoTpygHMKaM 3anpeLaeTca yCTaHaBiMBaTb NOCTOPOHHEe NporpaMmHoe obecneyeHue, NOAKAOYATb
NIMYHble MOOW/IbHbIE YCTPOMCTBA WM HOCUTENM MHOOPMALMKM, @ TaK e 3anucbiBaTb Ha HUX
3alMLLaEeMY 0 MHOPMaLMIO.

CoTpygHMKaM 3anpeliaeTcs pasrnalaTth 3awmuiaemyto MHGOpMaUMio, KoTopaa cTana MM M3BECTHa
npu pabote ¢ MHGOPMALMOHHbIMU cucTemammn OnepaTopa, TPETbUM ANLAM.

Mpw pabote c NAH B MCNAH coTpyaHukm OnepaTtopa 06sa3aHbl obecneynTb OTCYTCTBUE BO3SMOXKHOCTHU
npocmotpa MNAH TpeTbumn Aanuamm ¢ mMoHMTopos APM vamn tTepmnHanos.

Mpu 3aBepweHnn pabotbl c UCMOH coTpyaHUKM 0653aHbl 3aWmMTUTL APM MAM TEPMUHANbI C MOMOLLLbIO
H61OKMPOBKM KAKOYOM WM IKBMBANEHTHOrO CPeACcTBa KOHTPOAA, Hanpumep, AOCTYMOM MO Naponto,
€Ccn He ucnonb3aytoTca bonee cuabHble CpeacTBa 3aWmThl.

CoTpygHukn Onepatopa AO/MKHbI ObiTb NPOMHPOPMMPOBaAHbI 06 yrpo3ax HapyWeHWA pexunma
6esonacHocT MOH W OTBETCTBEHHOCTM 3a ero HapyweHue. OHWU AO0NXHbl 6biTb O3HAaKOMJIEHbI C
yTBEpPKAEHHOW GOpManbHOM NpoLeaypPoOn HaNOKEHUSA AUCLMNNMHAPHBIX B3bICKAHUIM Ha COTPYAHMKOB,
KOTOpbIe HapyLLIMAK NPUHATbIE NOAUTUKY M Npoueaypbl 6e3onacHocTy MNAH.

CoTpyaHUKK 06A3aHbl 6e3 npomeasieHns coobuiate 060 Bcex HabawgaemMbiX AN NOA03PUTENbHbIX
cayyasax pabotbl MCMAH, moryuwmx nossedb 3a cobon yrposbl 6esonacHoctn MJH, a TakXe o



BbIABNEHHbIX MMM CcOBbITUAX, 3aTparnsatowmx 6esonacHocTb MM[H, PyKOBOACTBY MNOApPasAeneHus u
/Ly, OTBEYaloLWeMy 3a HEMeAJ/IeEHHOe pearMpoBaHuMe Ha yrposbl 6esonacHoctu MAH.

OTBeTCTBEHHOCTb COTpPYyAHUKOB

B cootBeTcTBMU cO cT. 24 PepepanbHOro 3akoHa Poccuinckoit Pegepaumm ot 27 nona 2006 r. Ne 152-
®3 «O nepcoHanbHbIX AaHHbIX» (pea.29.07.2017 r.) AnuUa, BUHOBHbIE B HapylleHUM TpeboBaHUI
AaHHoro ®denepanbHOro 3akKoHa, HECYT TparkAaHCKylo, YFONOBHYIO, aAMUHUCTPATUBHYIO,
ANCUMMIMHAPHYID M MHYIO NpeaycMOTPEHHYo 3aKkoHogatenbcTBomM  Poccuitickont  depepaumm
OTBETCTBEHHOCTb.

Jencreylowee 3akoHogaTenbCTBo PP nossonsetr npeabasnAtTb TpeboBaHMA no obecnevyeHuto
6esonacHoM paboTbl C 3awumwaemor WMHboOpmaumen M npeaycmaTpmBaeT OTBETCTBEHHOCTb 3a
HapyleHWe YCTAHOB/EHHbIX MNpPaBWA 3Kchayatauum 3BM um cuctem, HenpaBOMEpPHbIM [OCTyn K
UHbOpPMAUUK, ecnru 3T AEUCTBUA TMNPUBEAM K YHUUTOXEHWUIO, ONOKMpOBaHWMIO, MoandbUKaumu
nHdopmaumm NAn HapylweHuto pabotbl IBM mam ceteit (ctatbn 272,273 n 274 YK PO).

AAMMHMCTpaTOpr 6e3onacHocTH ncnguH HEeCYyT OTBETCTBEHHOCTb 3a BCe ,Cl,emCTBMﬂ, coBeplweHHble OT
MMEHN WUNX YYETHbIX 3anucer WANM  CUCTEMHBbIX Y4Y€THbIX 3anmcef/’|, ecqinm He [OOKa3aH d)aKT
HECAHKUMNOHMPOBAHHOIO NCNOJ/1Ib30BaHNA YYETHbIX 3anucei.

Mpn HapyweHuax coTpyaHukamm Onepatopa — nonb3osatener WCMNAH npaBun, CBA3AHHbIX C
6e30nacHOCTbIO MNOH,  OHM HecyT  OTBETCTBEHHOCTb,  YCTAQHOBNEHHYIO  [ENCTBYHOLLMM
3aKoHogaTenbcTBoM Poccuinckon Pepepaumnm.



